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Module 4: What s it All About?

Facebook, Instagram and TikTok are a lot of fun! Let’s learn together
how to keep them that way and stay happy and content online. Here
we will talk, practice and safety online.

There are two activities and many useful that await us
on this journey. So, let’s get started!




WHAT WILL YOU LEARN?

To know what is private and what is personal information.

To make your posts on Facebook, Instagram, TikTok, and
Snapchat visible only to your friends.

To know when someone online is acting mean and inappropriately.

What to do when someone makes you feel uncomfortable online.




What is the Plan?

» Introduction: Discussing social media and safety
Understanding Privacy and Personal Information
_+ lcebreaker: What's Next?
*  Module Activity 1: “Red flag”, “Green flag”
=)« Simple Privacy Guides for Social Media
~ - Safe or Unsafe? Navigating Online Requests
] * Icebreaker: My Safety Superpower!
* Module Activity 2: “What Would You Do?" Scenario Cards
E[b « Tips and Tricks for Staying Safe Online
* Final Thoughts
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Privacy and Personal
Information

Privacy means you get to choose who can see your information or
what you do online. You decide who can see your posts, photos, or
details about where you are.

Personal information is anything that could show who you are. This
includes things like your name, address, phone number, or photos
that show where you live or the people in your life.
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What's Next?

lcebreaker 2

Let’s use our imaginations to finish 5 sentences!

Remember: There’s no right or wrong way to
finish them

My favourite place to spend time is...

If someone asked where | live, I'd say...
If I had to describe my family, I'd say...
The thing I'd share about my day is...
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Activity 1: Red Flag,
Green Flag

School or workplace
Full name Phone number

_ _ General feelings
Hobbies or interests N

Home address

Favourite music or song Positive comments

@PR.I.S.C.I.LLA
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Location details Favourite movie or TV show

Discussions about sexual topics Favourite type of food

Non-personal photos Public events or activities you are attending

Discussions about personal relationships Passwords

Photos of yourself in the bathroom N
Naked photos of yourself

Photos of yourself in the bedroom

@PR.I.S.C.I.LLA
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Changing
Privacy
Settings

() Private Public

In private mode, only your friends can * In public mode, anyone can see your posts and
see the things you are sharing/posting. photos.

safe disky
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facebook o Q&

1 - 92 9 o @ Qp‘

‘ What's on your mind? @

s Settings & privacy ~

= Events 3 O Settings ‘
2 @ Gaming

a Privacy Center

See more Y Your Time on Facebook

? Help & support v

‘e Settings & privacy
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Audience and visibility
Control who can see what you share on
Facebook.

@ Profile details

& How people find and contact you
& Posts

O Stories

5 Reels

Choose default audience

Public

Anyone on or off Facebook

Friends
Your friends on Facebook

Friends except... o)
Don't show to some friends

Specific friends o)

Only show to some friends
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& Posts

Who can see your future

posts? as Friends «

Your default audience is set to Friends, This
will be your audience for future posts, but
you can always change it for a specific post.




4 Account privacy

Private account

49 460 575
posts followers following

4 Settings and activity

@ Time management

Allow public photos and videos to

For professionals m .
appear in search engine results

[[I] Insights

@ Scheduled content

[E] Business tools and controls

B Ad payments

Who can see your content

[‘:_7‘| Account privacy Public

@ Close friends
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+ Add name v

m 33 1]
Following Followers Likes

Edit profile Shareprofile 2,

+ Add bio

A 0 r &

Share your daily routine

Upload

2 BB @ 2

-
Home Friends Inbox Profile

2x TikTok Studio
) Balance
82 My QR code

{3 Settings and privacy
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¢« & Privacy

Private account

Sett‘in 95 and Pr‘?\l‘acy 5 Discoverability

I Account

Account

With a private account, only users you approve
can follow you and watch your videos. Your
existing followers won’t be affected.

Pri
rivacy Activity status

When this is turned on, you and your friends
(followers you follow back) will see each
other’s activity status. You will see each
Share profile other’s activity status only when both of you
turn this on.

Security & permissions
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Token ofilhought
tokenofthought

Public Profile

Tap to take a photo.
Hold to take a video.

(@4 B >

Chat Explore Stories  Spotlight
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Contact Me

Contact Me
Who can contact you directly with Snaps, Chats, etc.?

Use My Bitmoji Avatar My Friends leze

View My Story Friends Only

Friends

Comments Settings

See Me in Quick Add Friends and Contacts
Activity Indicator

See My Location

Family Center

PR.L.S.C.I.LLA
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Recognizing Safe
vs. Unsafe
Requests Online




Inapropriate Online Request
Examples

Inappropriate
Messaging Sexualized Content

Sexual Comments

Manipulation Sexual Jokes Pressure
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Does the message make you feel
= uncomfortable or confused”

Does the message
mention private or sexual
~ ~ topics?

You can choose fo ignore
or respond if you feel safe
and comfortable.

Should |
Respond to
This

Message?

—

Do you know this person in
real life? —

Do not
respond. Tell
a trusted
adult.

Does this person usually talk to
you about safe and respeciful
topics? —

,/ .
Yes
N\

You can choose to ignore
or respond if you feel safe
and comfortable.

Are they asking you to keép

the conversation a secret?
e -

Do not
respond. Tell
a trusted
adult.

If it still feels
uncomfortable, talk to a

trusted adult or friend
before responding.
PR.L.S.C.L.LLLA
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What should we do when receiving
unwanted messages or calls »

(BLOCK! |

@PR.I.S.C.I.LLA
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[{Blocking Guides}]
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https://drive.google.com/file/d/1ZZkN_-3h7AKi6cYQPFK2-q93rR0zdCeD/view?usp=sharing
https://drive.google.com/file/d/1_5XyYeggAe6hfipENiSKFh5CFSaQ6oFP/view?usp=sharing
https://drive.google.com/file/d/1_1eDpEfecIn1zJsFX_955D-Euajaiuci/view?usp=sharing
https://drive.google.com/file/d/1_5XyYeggAe6hfipENiSKFh5CFSaQ6oFP/view?usp=sharing
https://drive.google.com/file/d/1_3atCT0j8IRsXiD8r4xxNk9zhOOAk7e3/view?usp=sharing
https://drive.google.com/file/d/1ZZkN_-3h7AKi6cYQPFK2-q93rR0zdCeD/view?usp=sharing
https://drive.google.com/file/d/1_3atCT0j8IRsXiD8r4xxNk9zhOOAk7e3/view?usp=sharing
https://dinstagram/

My Safety
Superpower!

lcebreaker 2

N\

Let’s play a game of cards and superpowers!
Pick a card with an online safety superpower....
Share it when it’s your turn.
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BRI the European Union

@PR.LS.C.LLLA
P o S i




What Would You Do?

Activity 2: Scenario Cards

[ Respond] [ AL }
ENelarta
o share | | (@) mos |




1 A friend says: | was just thinking about you. Did you
end up finishing that puzzle you were working on?"

A person you don’t know asks you to chat privately and
starts saying things like, ‘What are you wearing?

Someone sends you a message
saying, ‘You’re so beautiful, we
should meet up, just the two of us.



Someone you don’t know sends you intimate photos or videos.

Message in Group Chat: "Hi everyone! What was
your favourite part of yesterday's art class? | loved
seeing everyone's paintings of animals!"

A person on social media comments on your
photo saying something inappropriate like, “You
look hot, send me a private picture.

While playing an online multiplayer game,
another player you don’t know sends you a
private message saying: ‘You're really
good... do you want to video chat with me
later? | bet you look cute when you play.




What We’ve
L earned?

Q It’s never okay for someone to ask for or
send inappropriate messages or photos.

Always trust your feelings—if something makes
you uncomfortable, it’s okay to take action.
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What We’ve
L earned?

@ You can block, ignore, report, inappropriate
= behaviour or talk to someone about it.

You are never alone—there are always Q
adults or trusted friends to talk to.
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ThankYOU
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